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Don’t know in advance which flips, but
if it flips once, it will flip again



Rowhammer Evolution
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CMU finds first bit flip (ISCA’14) ‘20 ‘21

Google Project Zero : 1st Rowhammer root exploit (flipping PTEs)
Dedup Est Machina (S&P’16) : RH in MS Edge

Rowhammer.js (DIMVA’16) : 1st RH bit flip in JavaScript

Flip Feng Shui (USENIX SEC’ 16) co-located VMs in cloud

DRAMMER (CCS’16) : ARM / Smartphones

Grand Pwning Unit (S&P’18) : Attack from JavaScript on ARM via the GPU
HammerTime (RAID’18) : RH on many DIMMS + emulator/simulator
Rampage/GuardION (DIMVA’18) : DMA-based RH without ION kmalloc heap

Throwhammer (USENIX ATC’18) : RH across network
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Memory integrity is dead



~__— lamnot worried

server memory Iis
much better!

ECC?




Challenge Accepted

| flip bits in
ECC memory!

| win awards!

Lucian Cojocar



- — am.still not
worried

new memory is
much better still!




Target Row Refresh (TRR)

Track row activations: too many?— refresh victims
Many possible implementations — unknown

DDR4 that is Rowhammer-freegﬁ@*‘
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Single-sided Dggg('je- 4-sided

We need different x+2
patterns! x+1

I
S O B W N = X

Need to trick TRR
into tracking
wrong rows!

X X X X X X
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Lawyers

Proxies

National Cyber Security Center
Anonymous email

Rector




Vinod Subramaniam (rector)

Awesome

Read our paper. Twice.




Rowhammer Evolution
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[0] Industry discusses Rowhammer (Patent’12) : TRRespass :

[1] CMU finds first bit flip (ISCA’14) S — i ]

[2] Google Project Zero 20 21

[3] Dedup Est Machina (S&P’16) : RH in MS Edge

[4] Rowhammer.js (DIMVA’16) : 1st RH bit flip in JavaScript

[5] Flip Feng Shui (SEC’16) : co-located VMs in cloud

[6] DRAMMER (CCS’16) : ARM / Smartphones

[7] Grand Pwning Unit (S&P’18) : Attack from JavaScript on ARM via the GPU
[8] HammerTime (RAID’18) : RH on many DIMMS + emulator/simulator

[9] Rampage/GuardION (DIMVA’18) : DMA-based RH without ION kmalloc heap

[10] Throwhammer (USENIX ATC’18) : RH across network

[11] ECCploit (S&P’19) : RH on ECC memory

[12]

TRRespass (S&P’20)

: RH on DDR4 with TRR
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Reverse Engineering




TRRespass effective on 13 out of 42 tested DIMMs

The DDR4 substrate is much more vulnerable!
Bit flips with less activations compared to RH on DDR3 devices

TRR is not secure
TRR can track a limited number of rows at the same time.
Thus, victim rows are not refreshed

“VUSec



DDR4 devices are even more vulnerable than previous versions

All major vendors are affected

90% of the market
We can use fuzzing on DRAM!
After 10 years RH is still a problem

No immediate mitigation

“VUSec



